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All data in your M365 tenant becomes available to Copilot through Graph

Inadvertent access to sensitive data through group permissions

People ask inappropriate questions of Copilot to see what they can find out

Not all data is accessible (some stuck on prem) that could benefit Copilot

Usage wanes after the initial hype wears off

Incorrect licensing that leads to paying too much

Older versions of M365 desktop apps are deployed, making Copilot inoperative

Risks of Deploying M365 Copilot Without Proper Readiness
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What is File Oversharing?

Data shared using “People in <Organization>”

Creates a link in SharePoint/Teams that grants everyone 

in the organization access to files/folders

Even if specific names are entered into Sharing dialog

Problem:

With Copilot for Microsoft 365, this now means that data 

could be surfaced in generated responses because the user 

technically has permissions to the data even if they can’t find 

the data without knowing the link
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Solving the oversharing problem with a tool that analyzes all 
data across your entire M365 tenant in only 3 Steps

1. TMI scans every SharePoint and Teams object in your tenant

2. TMI interactive reports allow you to analyze the results to 
identify high risk overshared sites, folders, files

3. TMI can be used to remediate all or some of the overshared 
sites, folders, files

Remediation removes overshared links and replaces with 
new individual sharing links for the intended user(s)

First party tools in SharePoint only provide reporting on 
oversharing that has occurred in the last 30 days and do not 
have an automated remediation process available

TMI – Too Much Information



Copilot Readiness Assessment + 

Your Deliverables
Driving Digital Performance.

Robust Cloud Adoption Framework (CAF) 

based assessment and migration

Customizing the workshop to include 

Microsoft Defender ATP, M365 ATP or Azure 

Cloud App Security if you want to expand 

your use of other Microsoft security products

24*7 System Monitoring & Management from 

Central/ Local NOC/SOC

Our Process
A proven formula.

Step 2: Execute Data Oversharing 
Analysis Tool (            )

Step 3: Assess Data Governance 
and Potential Risks

Step 4: Assess Organizational 
Readiness

Step 5: Final Report Presentation 
and Access to TMI 
Dashboard Reports

Our Copilot Readiness Assessment evaluates your current state of readiness for 
deploying Microsoft 365 Copilot and most importantly conducts a scan your entire M365 
tenant to identify ALL oversharing of files, folders and sites on SharePoint & Teams.

Readiness Assessment Report
A comprehensive document detailing the findings of the 
readiness assessment, highlighting areas of improvement and 
recommendations to address before enabling M365 Copilot.

Custom Power BI Oversharing Report 
Zero in on the critical areas where there is risk of sensitive data 
leakage through Copilot across the many sites, folders and files 
that have been found to be overshared with the organization.

Roadmap and Action Plan
Upon completion of the Readiness Assessment, we will present 
you with a Roadmap and Action Plan that outlines the path 
forward for successful Microsoft Copilot implementation.

Your Microsoft 365 Copilot journey with Invero

2 weeks (depends on amount of data in tenant)
Cost: $14K + $3K for Remediation

Step 1: Analyze M365 tenant and 
Security Requirements

Award-winning Microsoft 
Solution Partner 

“Born in the Cloud” 
company that guides 
clients through digital 

innovation

Accelerate your cloud 
journey and realize new 

possibilities today

Contact Us
info@inverodigital.com

604-283-9205



Data Oversharing Analysis Only

Your Deliverables
Driving Digital Performance.

Robust Cloud Adoption Framework (CAF) 

based assessment and migration

Customizing the workshop to include 

Microsoft Defender ATP, M365 ATP or Azure 

Cloud App Security if you want to expand 

your use of other Microsoft security products

24*7 System Monitoring & Management from 

Central/ Local NOC/SOC

Our Process
A proven formula.

Step 2: Access to TMI Dashboard 
Reports

Step 3: Oversharing Remediation

Our Copilot Readiness Assessment evaluates your current state of readiness for 
deploying Microsoft 365 Copilot and most importantly conducts a scan your entire M365 
tenant to identify ALL oversharing of files, folders and sites on SharePoint & Teams.

Custom Power BI Oversharing Report 
Zero in on the critical areas where there is risk of sensitive data 
leakage through Copilot across the many sites, folders and files 
that have been found to be overshared with the organization.

Your Microsoft 365 Copilot journey with Invero

1-2 weeks (depends on amount of data in tenant)
Cost: $8K including Remediation

Step 1: Execute Data Oversharing 
Analysis Tool (            )

Award-winning Microsoft 
Solution Partner 

“Born in the Cloud” 
company that guides 
clients through digital 

innovation

Accelerate your cloud 
journey and realize new 

possibilities today

Contact Us
info@inverodigital.com

604-283-9205
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Copilot Readiness + 

Analyze M365 tenant and Security 
Requirements

Assess Data Governance and Potential Risks

Assess Organizational Readiness

Detailed Readiness Assessment Report

Roadmap and Action Plan

Execute oversharing analysis tool

Access to TMI Dashboard Reports

ADD-ON: Oversharing Remediation

Comparison of Invero’s Two Offers

Execute oversharing analysis tool

Access to TMI Dashboard Reports

INCLUDED: Oversharing Remediation
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Depth of Analysis

Microsoft and others are 
using built-in reports from 
SharePoint Admin and 
Purview

These reports are mostly 
limited to data/changes in 
the last 30 day period

Invero has developed a 
proprietary tool to do deep 
inspection of every file, 
folder and site across your 
M365 tenant

Microsoft Best 
Practices

Microsoft has published 
their recommendations 
for getting ready for 
Copilot

Invero’s assessment 
follows these best 
practices

However, Microsoft’s best 
practices do not 
adequately address the 
data leakage and over 
sharing issues, which are 
the most critical

Data Leakage &    
Over Sharing

The biggest advantage to 
Invero’s Copilot Readiness 
is our proprietary tool that 
we have developed to go 
beyond what is available 
out of the box from MSFT

The tool inspects all files, 
folders and sites in the 
M365 tenant that have 
been shared throughout all 
time, not the last 30 days

Comparison to Other Copilot Readiness Offerings



PRIVATE AND CONFIDENTIAL – © INVERO – DO NOT DISTRIBUTE 
WITHOUT WRITTEN PERMISSION

Sample Report 

Table of 

Contents
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Approach & Timeline

Copilot for Microsoft 365 Readiness Assessment

Week 1 Week 2 Next Steps

Tenant Access

Tenant and Data Governance Analysis

Present Report

Remediation

Licensing

Purview

Change Mgt

Tenant Data Scan (SharePoint & Teams) – depends on amount of data
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Readiness 
Assessment Report

Detailed findings from the 
completed assessment 
including:

SharePoint & Teams Data 
Oversharing

Data Governance 
Recommendations

Copilot Pre-Requisites 
and tenant configuration

Identified Anonymous 
and External Data Sharing

Custom Power BI 
Oversharing Report

A customized Power BI 
report that aids with 
navigating through the 
many sites, folders and 
files that have been 
found to be overshared 
with the organization.

The Power BI report 
helps with zeroing in on 
the critical areas where 
there is risk of sensitive 
data leakage through 
Copilot

Roadmap &        
Action Plan

A prioritized list of actions 
based on the results and 
recommendations from the 
assessment that should be 
actioned before conducting 
a widespread rollout of 
Copilot for Microsoft 365.

Engagement Deliverables
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TMI Dashboard
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TMI Sites List
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TMI Sites List

Drill Down by Site



PRIVATE AND CONFIDENTIAL – © INVERO – DO NOT DISTRIBUTE WITHOUT WRITTEN PERMISSION

TMI Folders List
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TMI Files List
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https://bit.ly/tmi-azmktpAvailable in Azure Marketplace
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Scan + Remediation Bundle

Full scan of files, folders and lists 
across tenant for oversharing

Interactive Dashboard report

Detailed export of findings

INCLUDED: Remediation

$8,000

One-Time Use Pricing

Remediation Add-On

Remediation only as an add-on to 
the Scan (when not bought as a 

bundle)

Removal of all oversharing links 
identified by the scan

Apply direct permissions to 
individual users (when possible)

$4,000

Oversharing Scan Only

Full scan of files, folders and lists 
across tenant for oversharing

Interactive Dashboard report

Detailed export of findings

$5,000
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Full scan of files across 
tenant for oversharing

Interactive Dashboard 
report

Detailed export of findings

$5,000 / scan

Optional Add-on: 
Oversharing Remediation

+ $3,000 / scan

Report & Scan      
One-off / Annually

Report & Scan 
Quarterly

Oversharing Sustainment Service

Full scan of files across 
tenant for oversharing

Interactive Dashboard 
report

Detailed export of findings

$2,500* / quarter

Optional Add-on: 
Oversharing Remediation

+ $1,250* / quarter

* Prices shown include 10% Discount if Paid Annually

Report & Scan Monthly

Full scan of files across 
tenant for oversharing

Interactive Dashboard 
report

Detailed export of findings

$1,000* / month

Optional Add-on: 
Oversharing Remediation

+ $500* / month


	Slide 1
	Slide 2
	Slide 3: What is File Oversharing?
	Slide 4
	Slide 5
	Slide 6
	Slide 7: Comparison of Invero’s Two Offers
	Slide 8: Comparison to Other Copilot Readiness Offerings
	Slide 9
	Slide 10
	Slide 11: Engagement Deliverables
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18: One-Time Use Pricing
	Slide 19: Oversharing Sustainment Service

